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Protect servers, applications, and data from web-based attacks.
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Barracuda Networks - Barracuda Web Application Firewall: Protect Applications and Data from Advanced Threats

Technical Specs

©) Web Application Security
+ OWASP top 10 protection
- Protection against common attacks
- SQL injection
— Cross-site scripting
- Cookie or forms tampering
- Form field meta-data validation
- Adaptive security
- Website cloaking
+ URL encryption
- Response control
+ JSON payload inspection
- Web scraping protection
- Outbound data theft protection
- Credit card numbers
- Custom pattern matching (regex)
- Granular policies to HTML elements
« Protocol limit checks
- File upload control
+ Geo IP location
— Anonymous Proxy
- Tor Blocking

aae Networking
« VLAN, NAT
« Network ACLs
+ Advanced routing

</>Supported Web Protocols
« HTTP/S 0.9/1.0/1.1/2.0
« WebSocket
- FTP/S
« XML
- IPv4/IPve

Authentication & Authorization
- LDAP/RADIUS/local user database
« SAML 2.0

- Client certificates

- Single Sign-On

« Azure AD

« RSA SecurlD

- CA SiteMinder

« SMS Passcode

« Kerberos v5

« Multi-Domain support

Logging, Monitoring
& Reporting
« System log
« Web Firewall log
« Access log
- Audit log

Management Features

SIEM Integrations « Customizable role-based

« ArcSight administration

« RSA enVision « Vulnerability scanner integration

- Splunk « Trusted host exception

- Symantec « Rest API

- Microsoft Azure Event Hub - Custom Templates

. Custom - Interactive and scheduled Reports
Application Delivery

& Acceleration

« High availability
« SSL offloading

« Load balancing

- Content routing

=+ XML Firewall
« XML DOS protection
« Schema/WSDL enforcement
« WS-l conformance checks

DDoS Protection

« Barracuda IP Reputation Database
« Heuristic Fingerprinting

« CAPTCHA challenges

- Slow Client protection

- ToR exit nodes

- Barracuda blacklist
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CAPACITY

Backend Servers Supported
Throughput

HARDWARE

Form Factor

Dimensions (in)

Weight (Ib)

Data Path Ports

Management Port

AC Input Current (amps)

ECC Memory

FEATURES

Response Control

Outbound Data Theft Protection
File Upload Control

SSL Offloading

Authentication and Authorization
Vulnerability Scanner Integration
Protection Against DDoS Attacks
Web Scraping Protection
Network Firewall

High Availability

JSON Security

Caching and Compression
LDAP/RADIUS Integration

Load Balancing

Content Routing

Advanced Routing

Adaptive Profiling

Antivirus for File Uploads

URL Encryption

XML Firewall

! Fiber NIC and Ethernet hard bypass options available.
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1-5 5-10
25 Mbps 50 Mbps
1U Mini 1U Mini

16.8x 1.7 x 14 168x 1.7 x 14

12 12
2x10/100 2 x GbE
1x10/100 1x10/100
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Active/Passive

HRIER

Active/Passive

10-25 25-150 150-300
200 Mbps 1 Gbps 5 Gbps
1U Fullsize 2U Fullsize 2U Fullsize
16.8x 1.7 x22.6 174%x35x255 174x35x255
26 46 52
2 x GbE 2 x GbE' 2 x 10GbE!
1% 10/100/1000 1 x10/100/1000 1x10/100/1000
1.8 4.1 54
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Specifications subject to change without notice.
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